Using Remote Access with EPA PIV Authentication

How to connect:
1. Open Internet Explorer and go to: https://bpworkplace.epa.gov.
2. Select link: Connect to EPA Workplace using Pulse Secure VPN client and EPA PIV authentication 
  
[image: ]

3. Select the proceed button on the Pre Sign-In Notification screen.

[image: C:\Users\SEstes03\AppData\Local\Microsoft\Windows\INetCache\Content.Word\remoteproceed-pick.png]



4. If you know the certificate to select for PIV authentication, select the appropriate certificate and proceed.  If you are having problems or do not know the appropriate certificate, use the procedures in the troubleshooting section below according to the Windows Operating system (ex. Windows 7 or Windows 10) running on your PC or laptop.

Windows 7 Operating System:

· You may be presented with a Windows Security screen listing certificates from the computer’s certificate store. Click the PIV Authentication certificate, then OK. If there are multiple certificates that do not display PIV Authentication, select the certificate that is valid for multiple years. 

[image: ]

· Enter the PIN associated with inserted PIV card. 

[image: ]
Windows 10 Operating System:

· Select “More choices” in order to view the available certificates. 

[image: C:\Users\SEstes03\AppData\Local\Microsoft\Windows\INetCache\Content.Word\4-cert1-morechoices.png]
· Select the appropriate certificate as shown below: 

[image: C:\Users\SEstes03\AppData\Local\Microsoft\Windows\INetCache\Content.Word\certselect1.png]





· Enter your PIN. 

[image: C:\Users\SEstes03\AppData\Local\Microsoft\Windows\INetCache\Content.Word\6-smartcardpin.png]

5. Proceed through the Host checker and Launching Pulse Secure screens.

[image: ]

6. End at intranet.epa.gov landing page with Pulse Secure VPN client connected to EPA network.
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Troubleshooting – Clear SSL State

1. If you receive the invalid or expired certificate or the missing certificate messages shown on the next 2 figures, use the procedures below to clear the SSL cache and find the appropriate certificate.

Figure 1.  Invalid or expired certificate message. 
[image: C:\Users\SEstes03\AppData\Local\Microsoft\Windows\INetCache\Content.Word\Invalid or expired cert.png]

Figure 2.  Missing certificate message.
[image: C:\Users\SEstes03\AppData\Local\Microsoft\Windows\INetCache\Content.Word\10-missing cert-highlighted.png]

2. From the browser, select Tools >> Internet options >> Content tab, select the “Clear SSL state” button.  Once done, repeat the Remote Access Sign-On process.
[image: C:\Users\SEstes03\AppData\Local\Microsoft\Windows\INetCache\Content.Word\12-cleargood-ok.png]



Troubleshooting – Identify the correct certificate for your PIV card.

1. The following procedures should be used to identify the certificate associated with your PIV card.  From the “Windows Security – Select a Certificate” screen, select “More choices” to expand the list of available certificates.  Select “Click here to view certificate properties” to view the “Certificate Details” window.
[bookmark: _GoBack][image: C:\Users\SEstes03\AppData\Local\Microsoft\Windows\INetCache\Content.Word\5-certselect1-differentcert.png]




2. In the Certificate Details window >> General tab, the correct certificate will include “PIV ORC SmartCard” as an intended purpose.  
[image: C:\Users\SEstes03\AppData\Local\Microsoft\Windows\INetCache\Content.Word\3-certdetail1-PIVPurpose.png]
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